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The type error detection rate
isonly 23.5% (16/68)




lype Error

e “type error’ denotes either -
e 3 runtime TypeError exception or

e a3 type mismatch between type annotations and actual values

def add(x: 1nt, y: 1int):

return x+y # a TypeError exception
add('1l', 2)# a type mismatch error

Running this code causes type error exception at line 2
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lype Error

e “type error’ denotes either -

e 3 runtime TypeError exception or

e 3 type mismatch betvveen type annotatlons and actual va\ues

f’ Type mlsmatch on parameter X |

iéurn X+y # a Typearror‘exception‘
add('1l', 2)# a type mismatch error

Running this code causes type error exception at line 2
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Overview

Type Analysis

—> | Alarm

Type
Inference

Type
Checking

, line 2 |
| TypeError: str+int |

line 9 |
No Alarm |



Problem

it Any type is included in alarm reports--

Program Crror

States States
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Problem

it Any type is included in alarm reports--:

Program Crror

States States

|__sound but too imprecise
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Problem

Current Status of Existing Tools

Program —ror

States States

fewer false alarms,

___butmany type errors are being missed
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Problem

Current Status of Existing Tools

The type error detection rate |
isonly 23.5% (16/68)

fewer false alarms, |

__but many type errors are being missed
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Problem

Our Goal

Program —rror

States States

| How can we detect more type errors effectively? |
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Problem

Type Analysis

Type
Inference

] type inference performance |
__| to better detect type errors? |
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HOw can we Improve




Problem

Type Analysis

—> | Alarm

Type
Inference

—>
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Type
Checking

| TypeError: str+int |

, ine2 |
| TypeError: str+int |

line 9 [



Challenge

\ trade- off

| Detectlon rate of | PreC|S|on & |
type errors ’ Scalability

« We investigated real-world type errors to find features that -+

e maximize the detection rate

e Minimize the negative effects on precision & scalability
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Key Features

e \We found four main features that are essential for the effective
type error detection

e Preserving Types when Merging
o Cost-Effective Interprocedural Anaylsis
e Usage-based Inference of Likely Types

e Inference of Intended Member Types
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Preserving Types when Merging

| To maximize detect|on rate |

e Preserve types instead of merging types into Any

if (...): vy =Any y =str

y = any()

else: \ /
y = “two" =P

y + 1 V={Any,5tr}

Control Flow
Merge points

o O &> W DN K
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Preserving Types when Merging

| To maximize detection rate-- |

e Preserve types instead of merging types into Any

1 if (...): y=Any y=Str
2 —

3 elZe: e \ / 1l x =11, '2] =1 Ei J
4 v = “two" - 2 # TypeError: int+str 1 t[' t| t]
5 # TypeError: int+str —y-=ARy— 3 x[0] + "two" X = LISTLINT | STr
6 y + 1 y = { Any, str }

Control Flow Collections
Merge points
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Preserving Types when Merging

| To maximize detection rate- |

e Preserve types instead of merging types into Any

if (...): vy =Any y =str
y = any() .
else: \ / 1 x =11, 2] —x=tisttAnry]-

_ 2 # TypeError: int+str

y = “two® —y=ARy— 3 x[0] + "two" x = List[int | str]

# TypeError: int+str
y + 1 V={Any,5tr}

Control Flow

o O &> W DN K

Collections
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Preserving Types when Merging

| To maximize detect|on rate |

e Preserve types instead of merging types into Any

, Negatlve Effects | x = {1: 1, "2": "2"}

X[l] + "1"
X[1] + 1

= W N -

. Increase false alarms by dlct|onary

X = Dict[ int|str — int|str ]
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Preserving Types when Merging

. To maximize detection rate-- |

e Preserve types instead of merging types into Any

Negative Effects | 1 x = {1: 1, "2": "2"}
e oo e semeess e seseserem s sseeasand 2 # TypeError: int+str

. Increase false alarms by dictionary [, o551 __h | FalseAlarm |

| TypeError: str+int |

x = Dict[ int|str —{int]str]
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Preserving Types when Merging

| To maximize detection rate-- |

e Preserve types instead of merging types into Any

Negatlve Effects | 1 x = {1: 1, "2": "2"}
. 2 # TypeError: int+str

L | False Alarm
x = Dict[ int|str —{int|str] — AV

. Increase false alarms by dlctlonary

To minimize negatlve offects-- |
. Con5|der key type sensitive dlctlonary
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Preserving Types when Merging

| To maximize detection rate--

e Preserve types instead of merging types into Any

Negatlve Effects | 1 x = {1: 1, "2": "2"}
. 2 # TypeError: int+str

. Increase false alarms by dlctlonary

No Alarm!

To minimize neg atlve effects | x cht[str — st "
. Con5|der key type sensitive dlctlonary
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Preserving Types when Merging

| To maximize detection rate--

e Preserve types instead of merging types into Any

L x = {1: 1, "2": "2")

A quarter of the alarms are eliminated, 12 # ryperrror: intiots

all of which were false alarms

No Alarm!

To minimize negatlve effects | x cht[str — st "
. Con5|der key type sensitive dlctlonary
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Cost-Effective Interprocedural Anaylsis

To maximize detection rate- |
o About 54% type errors require interprocedural analysis

Negative Effects

e Blow up the analysis cost:--
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Cost-Effective Interprocedural Anaylsis

| To maximize detection rate---

o About 54% type errors require interprocedural analysis

o

Negatlve Effects

2
15
1

-

o B\ovv up the anaIyS|s cost--

o U

e
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e
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-
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)
7
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A
P ou—
1 O
S

Call Ddpth
Flgure 2 Call depth requlred to detect type errors.
¢ Approxmate\y 84% can be detected |
with a shallow call depth (< 3)
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Cost-Effective Interprocedural Anaylsis

| To maximize detection rate---

o About 54% type errors require interprocedural analysis

Negatlve Effects

o B\ovv up the anaIyS|s cost--

To minimize negatlve effects |

o App\y sha\lovv call depth

o

2
15
1

-
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Call Ddpth
Flgure 2 Call depth requlred to detect type errors.
¢ Approxmate\y 84% can be detected |
with a shallow call depth (< 3)
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Cost-Effective Interprocedural Anaylsis

| To maximize detection rate---

o About 54% type errors require interprocedural analysis

 Reduce the cost by 78% |

To minimize negatlve effects |

o App\y sha\lovv call depth

o

2
15
1

-

o U

e
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e
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S

Call Ddpth
Flgure 2 Call depth requlred to detect type errors.
¢ Approxmate\y 84% can be detected |
with a shallow call depth (< 3)
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Usage-based Inference of Likely Types

| To maximize detection rate- |

e Infer types of function parameters by observing how they are used

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> 1list: ...

# The param y is an instance of class A,
# but it is not annotated
def hoo(y):

a = y.foo(x=False)

b = y.goo() + ["list"]

return ["list"] + a

O O 00O O O s WD K

o
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Usage-based Inference of Likely Types

| To maximize detection rate- |

e Infer types of function parameters by observing how they are used

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> 1list: ...

# The param y is an instance of class A,
# but it is not annotated d
def hoo(y):

r a =
St " ]

5Ty sos() T LI
return ["1list"] + a

O O 00O O O s WD K

o
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Usage-based Inference of Likely Types

| To maximize detection rate- |

e Infer types of function parameters by observing how they are used

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> list: ...

# The param y is an instance of class A,
# but it is not annotated d
def hoo(y):

: ad =
st " ]

= ces () TIL
return ["1list"] + a

O O 00O O O s WD K

o

TypeError: list+tuple
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Usage-based Inference of Likely Types

| To maximize detection rate- |

e Infer types of function parameters by observing how they are used

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> 1list: ...

# The param y is an instance of class A,

# but it 1s not annotated
def hoo(y):

O O 00O O O s WD K

o
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Usage-based Inference of Likely Types

| To maximize detection rate-

o Infer types of functlon parameters by observing how they are used

y is intended to be used|
class A: as an instance of class A
def foo(self, x=None) -> tuple: S ——.

def goo(self): -> list: call these methods

without errors
# The param y is an instance of class A,

# but it 1s not annotated

foo, goo |

O O 00O O O s WD K

o

returnpfsiiét ] + a
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Usage-based Inference of Likely Types

| To maximize detection rate- |

e Infer types of function parameters by observing how they are used

Negative Effects j

e Ineffective in practice because
it often infers infeasible types

O ~J O O » WD K

=
o 0

= =
N =

=
(O

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> list: ...
# The param y is an instance of class A,
# but it is not annotated
def hoo(y):
a = y.foo(x=False)
b = y.goo() + ["list"]
return ["list"] + a
class B:
def foo(self, **kwargs) -> list: ...
def goo(self) -> tuple: ...

@V
o)




Usage-based Inference of Likely Types

| To maximize detection rate--

e Infer types of function parameters by observing how they are used

| class A:
o ) def foo(self, x=None) -> tuple: ...
Negatwe EffECtS | def goo(self): -> list: ...
# The param y is an instance of class A,
# but it is not annotated
def h .
© A( S —— yfoo() = |list
ayﬁfoo(waalSe); _
'y.goo ()} + ['PNist"] V-QOO() — tuple

return ["list’ 1call these methods
11 class B: without errors

12 def foo(self, **kwargs) -> list: ...
13 def goo(self) -> tuple: ...
37

. Ineffectlve N practlce because
it often infers infeasible types

O O 00O JO6 O & WD K




Usage-based Inference of Likely Types

| To maximize detection rate--

e Infer types of function parameters by observing how they are used

class A:
T R def foo(self, x=None) -> tuple: ...
Negatwe EffECtS def goo(self): -> list: ...
# The param y is an instance of class A,
# but it is not annotated
def hoo(y):
a = y.foo(x=False)
b =y.goo() + ["list"] y =tup|e
10 return ["list"] + a .

11 class B: |M|ssmg type errorr
12 def foo(self, wargs) —-> I1st: ..

13 def goo(self) -> tuple:
38

. Ineffectlve N practlce because
it often infers infeasible types

O ~J O O » WD K

V. foo( ) = list
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Usage-based Inference of Likely Types

| To maximize detection rate--

e Infer types of function parameters by observing how they are used

1l class A:
T R 2 def foo(self, x=None) -> tuple: ...
Negatwe EffECtS 3 def goo(self): -> list: ...
—— — 4
5 # The param is an instance of class A,
o Ineffectlve N practlce because S S S S
it often infers infeasible types 7 def hoo(y): .
. N _ y.foo(:--) = list
a = y.foo(x=False)
9 b = y.goo() + ["1list"] ng() = tuple
10 return ["list"] + a 7 e
11 class B: Generate False AIarm|
12 def foo(self, wargs) —--> I1st: ...
13 def goo(self) -> tuple: ...
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Usage-based Inference of Likely Types

| To maximize detection rate--

e Infer types of function parameters by observing how they are used

Negatlve Effects |

. Ineffectlve N practlce because
|t often mfers |ntea5|bte types

To minimize negatlve effects

o Extract I|kety type mstead of
using all types

O ~J O O » WD K

=
o 0

= =
N =

=
(O

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> list: ...

# The param y is an instance of class A,
# but it is not annotated
def hoo(y):

a = y.foo(x=False)

b = y.goo() + ["list"]

return ["list"] + a

class B:
def foo(self, **kwargs) -> list: ...
def goo(self) -> tuple: ...

N
@)




Usage-based Inference of Likely Types

| To maximize detection rate-- |

e Infer types of function parameters by observing how they are used

1 class A:
) 2 def foo(self, x=None) -> tuple: ...
NegaUVe EffECtS 3 def goo(self) -Rlist: ...

it et
|t Often mfe rs mfeas e e o e ]
' \ 8 a

To minimize negatlve effects | 9 b ={y.goo()]
, — J 10 return [ "list" ] a

. Extract I|ke\y type mstead of 11 class B:
12 def foo(self, **kwargs) -> list: ...

USlng a” typeS 13 def goo(self) -> tuple: ...
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Usage-based Inference of Likely Types

| To maximize detection rate--

e Infer types of function parameters by observing how they are used

1

Thisway is 2.7 times more efficient
and produces 10% fewer alarms

o |t0ften mfers m ea5|b \etypes T

To minimize negatlve effects ‘ 9

. Extract I|ke\y type mstead of 11
using all types

class A:
def foo(self, x=None) -> tuple: ...
def goo(self): -> list: ...

# The param y is an instance of class A,
# but it is not annotated
def hoo(y):

a = y.foo(x=False)

b = y.goo() + ["list"]

return ["list"] + a

class B:
def foo(self, **kwargs) -> list: ...
def goo(self) -> tuple: ...




Inference of Intended Member Types

| To maximize detection rate-- |

e Consider all possible method call scenarios to detect bugs

class A():
def init (self, x: Any): self.x
def set x(self, x=None): self.x
def foo(self, v: 1int):
if v < self.x: # TypeError: int < None

a = A(+) = aset_x() = a.foo(1) |

X
X

o O & W DN
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Inference of Intended Member Types

| To maximize detection rate- |

e Consider all possible method call scenarios to detect bugs

class A():
def init (self, x: Any): self.x
def set x(self, x=None): self.x
def foo(self, v: 1int):
if v < self.x: # TypeError: int < None

a=A(-)— a.set x() = a.foo(1)

X
X

o O & W DN

We have to compute class invariants in terms of member types
such as “The type of self.x can be None in class A"
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Inference of Intended Member Types

| To maximize detection rate- |

e Consider all possible method call scenarios to detect bugs

class B():
def init (self): self.x
def setup(self, x: 1nt): self.x
def foo(self, y: int):
return XxX+y

Negative Effects j

None

e Generate false alarms by
infeasible method call scenarios

def use B():
b = B()
b.setup(1)
b.foo(2) # No TypeError

O O 00O J o6 O » LW DN B

-
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Inference of Intended Member Types

| To maximize detection rate-- |

. Consider all possible method call sce| - (

Negative Effects |

e Generate false alarms by
infeasible method call scenarios

O O 00O J o6 O » LW DN B

-

class B():
def 1init (self):
def setup(self, x: 1int):
def foo(self, y: int):
return XxX+y

def use B():
b = B()
b.setup(1)
b.foo(2) # No TypeError

self.x
self.x

None
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Inference of Intended Member Types

| To maximize detection rate-- |

. Consider all possible method call sce|

class B():
def init (self): self.x
def setup(self, x: 1nt): self.x

Negative Effects | 1
3
4 def foo(self, y: int):
5
6
7

None

e Generate false alarms by
infeasible method call scenarios

return xX+y
b = B()

b.Setup(l) .
b.foo(2) # No TypeError |

| Class B is intended to use ~ 8 |
 foo after calling setup (] 9 |
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Inference of Intended Member Types

| To maximize detection rate-- |

. Consider all possible method call scel . |
~ Erroralarm

Negatlve Effects I

{ This scenario was not considered ]
. Generate false alarms by developers o)

infeasible method call CeRaroeTs

self.x
self.x

None

i
P4

return x+y

; - ) | def use_B(): |
| Class Bisintended touse ™8 | b = B()
. foo after callingsetup | 2| b.setup(l)

b.foo(2) # No TypeError |
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Inference of Intended Member Types

| To maximize detection rate-- |

e Consider all possible method call scenarios to detect bugs

class B():
def 1init (self): self.x
def setup(self, x: 1nt): self.x
def foo(self, y: int):
return x+y # type: ignore

Negative Effects j

None

e Generate false alarms by
infeasible method call scenarios

def us|USe alarm ignore comments--:

b = B()
b.setup(1)
b.foo(2) # No TypeError

O O 00O J o6 O » LW DN B

-
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Inference of Intended Member Types

| To maximize detection rate--

e Consider all possible method call scenarios to detect bugs

Negatlve Effects | 1 class B():
e f : “ 2 def  init__ (self): self.x = None

. 3 def setup(self, x: 1nt): self.x = X

Generate fa\se alarms by +  def foo(self, v int):

|nfea5|b\e method caH scenarios| s return x+y # type: ignore
, , , 6

To minimize negatlve effects / def use B():
e : b = B()

9 b.setup(1l)

. Dlstlngwsh |nfeaS|bIe SCENArioS |10 b.foo(2) # No TypeError
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Inference of Intended Member Types

| To maximize detection rate--

e Consider all possible method call scenarios to detect bugs

class B():
def 1init (self): self.x
def setup(self, x: 1nt): self.x
def foo(self, y: int):
return x+y # type: ignore

Negatlve Effects j

None

. Generate fa\se alarms by
|nfea5|b\e method caH scenarios

def use B():

To minimize negatlve effects
e b = B()

O 00O J O O & LW DN B

b.setup(1

" wo|Study these cases and
use learning algorithm

o Dlstlngwsh |nfeaS|bIe scenarios
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Key Features

« \We found that four main features are essential for the type error
detection

e Preserving Types when Merging
e Cost-Effective Interprocedural Anaylsis
e Usage-based Inference of Likely Types

e Inference of Intended Member Types

52



Key Features: Summary

Detailed points for supporting the feature

M

=

y

@

P1

Preservmg types at control—ﬂow merge points

—

Pyright | Py; |

P2

Preserving element types in collections

P3

Considering dictionaries with a key-type-sensitive manner

P4

Shallow call depths (up to 3)

P5

Lightweight type-based context sensitivity

P6

Usage-based type inference

P7

Selecting likely types among usage-based types

P8

Considering class invariants in terms of member types

XXX XX X XXX

w
XXX XX X XX XS

g~
XXX XOX XO Xg
@

XO|X X X X XO|O|

P9

Filtering out unintended member types

olojolojojolojolo

e Preserving Types when Merging (P1, P2, P3)
o Cost-Effective Interprocedural Anaylsis (P4, P5)
« Usage-based Inference of Likely Types (P6, P7)
o Inference of Intended Member Types (P8, P9)
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Fvaluation

e Effectiveness
How effectively does Pyinder detect type errors in the bechmarks?

« Ablation study
How does each feature of Pyinder contribute to the final
performance?

e Generality

Can Pyinder detect critical type errors in unseen, recentyl
developed open-source Python projects?

54



Benchmark

e \We collected 145 type errors from the three benchmarks
e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---
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Benchmark

e \We collected 145 type errors from the three benchmarks
e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---

1 a =1
e Internal Error 2 b ="2"
3
4 # TypeError
5 a+ b

\ the current Python project ]
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Benchmark

e \We collected 145 type errors from the three benchmarks

e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---

1 1mport numpy as np
e Internal Error 2

3 v = [1, None]
» External Error 4 # TypeError

5 W = np.sort(v)

Error location is in |
external libraries |

o57



Benchmark

e \We collected 145 type errors from the three benchmarks

e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:--
1 a = 1nt_or_str()

 Internal Error 2
3 1f i1sinstance(a, 1int):

4 # TypeError
5 raise TypeError

e External Error

e User-defined errors Y A VU,
| Custom type errors explicitly |

_raised by developers

58



Benchmark

e \We collected 145 type errors from the three benchmarks

e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

« \We categorized the type error into 4 Cython
1 def add(x, y): # TypeError
e Internal Error 2 cdef int ret = x + vy

Python
1 a.add('1", '2")

e External Error

» User-defined Error N
l Type errors raised in the |
' Cython language |
(C extensions for Python) |

e Cython Error
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Benchmark

e \We collected 145 type errors from the three benchmarks
e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---

e Internal Error (42%) TypeyError

. 0 Internal External
External Error (23%) Crror Crror

e User-defined Error (240/0) User-defined Error

e Cython Error (11%) L Cython Error
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Benchmark

e \We collected 145 type errors from the three benchmarks
e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---

» Internal Error (42%) TypevErmr
. Chose 68 type errors from = Internal External
* EXte 20 open-source projects | Error Error
| (4k~417klines)in this study | |
>
e Cython Error (11%) L Cython Error

o1



Benchmark

e \We collected 145 type errors from the three benchmarks
e TypeBugs (FSE’22). BugsInPy (FSE’20). and ExcePy (SANER’22)

e \We categorized the type error into 4 types:---

+ Internal Error (42%) 'ype Error

| Chose 68 type errors from = Internal External
* Exte | 20 open-source projects | Error Error
| (4k ~417K hnes) in this study “

Detectab e errors
by type mismatch \

e Cython Error (11%)

62




RQ1: Effectiveness

Figure 4: Venn Diagram of the number of detected bugs by
each type analysis tool.
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RQ1: Effectiveness

Pyinder (34)
Pyre Pytype
() 18 (1)

Mypy Pyright
(6) 0 . 0 (15)

Figure 4: Venn Diagram of the number of detected bugs by
each type analysis tool.

Table 2: Comparison with existing type analysis tools on the

# of alarms and analysis time (both per 1KLoC).

Mypy | Pyre | Pytype | Pyright | Pyinder
#alarms/KLoC 472 | 8.38 1.74 11.37 4.57
time(s)/KLoC 0.48 | 0.26 938.238 0.98 5.78
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RQ1: Effectiveness

Pyinder (34)
Pyre Pytype
4 18

Mypy Pyright
(6) 0 . 0 (15)

Figure 4: Venn Diagram of the number of detected bugs by
each type analysis tool.

Table 2: Comparison with existing type analysis tools on the

# of alarms and analysis time (both per 1KLoC).

Mypy | Pyre |
#alarms/KLoC 472 | 8.38 |
time(s)/KLoC 0.48

0.26 || ®8

' Pyright | Pyinder
¢ 11.37 4.57
0.98 5.78

65




RQ1: Effectiveness

Pyinder (34)

Pyre Pytype
4 18
Mypy Pyright
(6) e . e (15)

Figure 4: Venn Diagram of the number of detected bugs by
each type analysis tool.

Table 2: Comparison with existing type analysis tools on the

# of alarms and analysis time (both per 1KLoC).

Mypy

Pyre |

#alarms/KLoC

4.72

8.38 |

' Pyright ,

Pyinder ||

time(s)/KLoC

0.48

0.26 || ®8

11.37

4.57

0.98 |

5.78

We reports fewer alarms than existing tools

006




RQ1: Effectiveness

Pyinder (34)
Pyre Pytype
4 18

Mypy Pyright
(6) 0 . 0 (15)

Figure 4: Venn Diagram of the number of detected bugs by
each type analysis tool.

Table 2: Comparison with existing type analysis tools on the
# of alarms and analysis time (both per 1KLoC).

Mypy

Pyre |

#alarms/KLoC

4.72

8.38 |

' Pyright ,

Pyinder ||

time(s)/KLoC

0.48

0.26 || ®8

11.37 |

4.57

0.98 |

278 || g <10 min |

| on average |

We reports fewer alarms than existing tools
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where
each corresponding detailed point introduced in Table 1 is
excluded from the analysis.

V1 | Merging into Any at control flow merge points
- V2 | Merging into Any in collections
V3 | Merging dictionaries in a key-type-insensitive manner
V4 | Deep call depths (up to 6)
V5 | Context-insensitive analysis
- V6 | No usage-based type inference
V7 | Usage-based type inference without scoring
V8 | Only considering member types in __init__ method
V9 | No filtering out unintended types
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where
each corresponding detailed point introduced in Table 1 is
excluded from the analysis.

V1 | Merging into Any at control flow merge points

- V2 | Merging into Any in collections -
V3 | Merging dictionaries in a key-type-insensitive manner
V4 | Deep call depths (up to 6)

- V5 | Context-insensitive analysis

- V6 | No usage-based type inference

V7 | Usage-based type inference without scoring

V8 | Only considering member types in __init__ method

V9 | No _
V means a scenario where
each feature’s key points are removed one by one

P1 | Pres&Ving types at control flow merge points
- P2 | Preserving element types in collections
' P3 | Considering dictionaries with a key-type-sensitive manner
P4 | Shallow call depths (up to 3)
P5 | Lightweight type-based context sensitivity
P6 | Usage-based type inference
| P7 | Selecting likely types among usage-based types
P8 | Considering class invariants in terms of member types
| P9 | Filtering out unintended member types
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where
each corresponding detailed point introduced in Table 1 is
excluded from the analysis.

V1

Merging into Any at control flow merge points

V2

Merging into Any in collections

V3

Merging dictionaries in a key-type-insensitive manner

V4

Deep call depths (up to 6)

V5

Context-insensitive analysis

V6

No usage-based type inference

V7

Usage-based type inference without scoring

V8

Only considering member types in __init__ method

V9

No filtering out unintended types

Ratio to Ours

Detailed points for supporting the feature

P1

Preserving types at control flow merge points

- P2

Preserving element types in collections

- P3

Considering dictionaries with a key-type-sensitive manner

P4

Shallow call depths (up to 3)

P5

Lightweight type-based context sensitivity

P6

Usage-based type inference

- P7

Selecting likely types among usage-based types

P8

Considering class invariants in terms of member types

P9

Filtering out unintended member types
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Figure 5: Ablation study results.
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where 3.0 42

each corresponding detailed point introduced in Table 1 is B Avg. Time (s)

[/
excluded from the analysis. Avg. # of Alarm
2 54 —e— # Detected Bugs

' V1 | Merging into Any at control flow merge points
V2 | Merging into Any in collections

Selecting likely types among usage-based types Variants
Considering class invariants in terms of member types
P9 | Filtering out unintended member types

1l
V3 | Merging dictionaries in a key-type-insensitive manner / :f
V4 | Deep call depths (up to 6) N 2.0 % 0 3§
- V5 | Context-insensitive analysis > % ! =
' V6 | No usage-based type inference O % 1 O f
V7 | Usage-based type inference without scoring S / U
V8 | Only considering member types in __init__ method ~ % i% 5
' V9 | No filtering out unintended types - % | 3 ';
B B B é _ ,° 0O
The red line denotes # detected bugs é # |
3 (higher is better) -~
P2 [P
P3| 0 (0T e DITArTIcsS W 1 KCY-Type-5t // ?" %
P4 | Shallow call depths (up to 3) % ' %
P5 | Lightweight type-based context sensitivity 0.0 /2 . 7 7 2 6
P6 | Usage-based type inference Ours V1 v V5 Ve V7 V8 V9
- P7
P8

Figure 5: Ablation study results.
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where 3.0 . r 42
each corresponding detailed point introduced in Table 1 is B Avg. Time (s)
excluded from the analysis.

The gray bar represents avg. time,

' V1 | Merging into Any at control flow merge points
V2 | Merging into Any in collections
V3 | Merging dictionaries in a key-type-insensitive manner

the hatched bar indicates # avg. alarm

V4| Deep call depths (up o 6) E (lower is better)
V5 | Context-insensitive analysis p D
- V6 | No usage-based type inference O .; 7 =
V7 | Usage-based type inference without scoring I O3 % 52 2
' V8 | Only considering member types in __init__ method Lo | % 8
V9 | No filtering out unintended types = % +
[ N LR B el
Detailed points for supporting the feature ‘ % +
P1 | Preserving types at control flow merge points %
P2 | Preserving element types in collections 0.57 % 12
' P3 | Considering dictionaries with a key-type-sensitive manner 2 %
P4 | Shallow call depths (up to 3) ' %
P5 | Lightweight type-based context sensitivity 0.0 77, 2 Z Z 7 7 2 6
P6 | Usage-based type inference OQurs V1 V2 V3 v4 V5 Vve V7 Vv8 V9
' P7 | Selecting likely types among usage-based types Variants
P8 | Considering class invariants in terms of member types
P9 | Filtering out unintended member types Figure 5. Ablation stu dY results.
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Table 3: V1 through V9 indicate the variants of Pyinder where
each corresponding detailed point introduced in Table 1 is
excluded from the analysis.

RQ2Z: Ablation Stuay

' V1 | Merging into Any at control flow merge points
V2 | Merging into Any in collections
V3 | Merging dictionaries in a key-type-insensitive manner
V4 een call denth N 10 6
V5
vs Compared to ours,
vs V4 detected 5 fewer bugs
took Z2.1x more time
generated 1.1x more alarms
P1 ,
- P2 Preservmg element types in collections
' P3 | Considering dictionaries with a key-type-sensitive manner
P4 | Shallow call depths (up to 3)
P5 | Lightweight type-based context sensitivity
P6 | Usage-based type inference
' P7 | Selecting likely types among usage-based types
P8 | Considering class invariants in terms of member types
P9 | Filtering out unintended member types
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RQ2Z: Ablation Stuay

Table 3: V1 through V9 indicate the variants of Pyinder where
each corresponding detailed point introduced in Table 1 is
excluded from the analysis.

V1

Merging into Any at control flow merge points

V2

Merging into Any in collections

V3

Merging ¢

ictionaries in a key-type-insensitive manner

V4

Deep ca

I depths (up to 6)

V5

Context-insensitive analysis

V6

No usage-based type inference

V7

Usage-based type inference without scoring

V8

Only considering member types in __init__ method

V9

No filtering out unintended types

Ratio to Ours

Detailed points for supporting the feature

P1

Preserving types at control flow merge points

- P2

Preserving element

types in collections

- P3

Considering dictionaries with a key-type-sensitive manner
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Shallow call depths (up to 3)

P5

Lightweight type-based context sensitivity
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RQ3: Generality

Table 4: Detected bugs in recent open-source Python projects.
Status indicates whether the bug has been confirmed or not.
(O : Confirmed/Fixed, X : Won’t Fix, A : Duplicated, - : No
response.)

Bug Status || Mypy | Pyre | Pyright | Pyinder
core-1 - X X v v
kivy-1 - v v v v

kivy-2 O v X v v
kivy-3 - v v v v
kivy-4 X v v v v

kivy-5 - X X v v

- langchain-1 O X X X v

Tuigi-1 A X X X v

luigi-2 - v v v v
pwntools-1 O v v v v

- pwntools-2 O X X X v
pwntools-3 O X v v v

- pwntools-4 O X v 4 v

~ telegram™-1 O X X X v
scipy-1 O v v v v
scipy-2 O v v v v
scipy-3 A v v v v
scrapy-1 O X X X v
tqdm-1 - X X X v
*python-telegram-bot
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RQ3: Generality

Table 4: Detected bugs in recent open-source Python projects.
Status indicates whether the bug has been confirmed or not.
(O : Confirmed/Fixed, X : Won’t Fix, A : Duplicated, - : No
response.)
Bug Status || Mypy | Pyre | Pyright | Pyinder
core-1 - X X v v
kivy-1 - v v v v
kivy-2 O v X v v
kivy-3 - v v v v
kivy-4 X v v v v
kivy-5 - X X v v
- langchain-1 O X X X v
Tuigi-1 A X X X v
luigi-2 - v v v v
pwntools-1 O v v v v
- pwntools-2 O X X X v
pwntools-3 O X v v v
_pwntools-4 O X v v v
elegram--1.L...QO

esstully found 19 previously-unknown type errors

with five times fewer alarms compared to Pyright
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| imitations & Future directions

e False Negative (34 type errors)

e 29 cases were not detected due to
unknown external libraries and inputs

1 1mport ext 1 # conf.json : {'a': 1}

2 # ext 1s an external 1lib 2 £ = open('"conf.json")

3 # ext.f returns a string 3 conf_dict = json.loads(f)
4 x = ext.f() 4 # TypeError: dict + list

5 x+1 # TypeError: str+int 5 conf_dict + [1]

(a) Example that requires the (b) Example that requires the
return type of external func- content of the external input

tion ext. £(). conf. json.

’r’



| imitations & Future directions

e False Negative (34 type errors)

e 29 cases were not detected due to
unknown external libraries and inputs

1 1mport ext 1 # conf.json : {'a': 1}
2 # ext 1s an external 1lib 2 £ = open('conf.json")
3 # extyfreturns a string 3 conf_dict = json.loads(f)

=|€XT.IT0)] 4 # TypeError: dict + list
5 x+1 # TypeError: str+int 5 conf_dict + [1]

e alatlotmocasivacdleat, | (b) Example that requires the
rety ext.f() returns strtype | | content of the external input
tiof  butitcomesfrom | | conf.json.

lunknown external library/|




| imitations & Future directions

e False Negative (34 type errors)

e 29 cases were not detected due to
unknown external libraries and inputs

1 1mport ext

2 # ext 1s an external 1lib open( contf.json"’)

3 # extwfreturns a string 3 conf"dlctijsonloads(f)
| | 4 # TypeError: dict + list

5 x+1'#“TypeError str+int 5 conf_dict + [1]

conf_dict is dictionary
|  butitcomesfrom |
unknown external input |

retdy ext.f() returns str type
tion  putitcomesfrom |
lunknown external library|




| imitations & Future directions

e False Negative (34 type errors)

We need an effective way
to infer types of external libraries and inputs
Whl\e mlnlmlzmg negatlve effects (e g the ana\y5|s cost)

(CAT-TL1)) 4 # TypeError d1ct + 115t
5 x+1 # TypeError: str+int 5 conf_dict + [1]

conf_dict is dictionary

| ext.f() returns str type |
‘ but it comes from ‘ but it comes from

| unknown external input |

lunknown external library|



| imitations & Future directions

e False Negative (34 type errors)

e 29 cases were not detected due to
unknown external libraries and inputs

e 5 cases require analysis other than type analysis
(e.g., value analysis)
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| imitations & Future directions

e False Positive
e \We have conducted a limited investigation of false positives
e 100 many alarms (37.285)

e hard to determine whether it is true or false

82



| imitations & Future directions

o False Positive

* We have conducted a limited investigation of false positives
e t00 many alarms (37,285)
e hard to determine whether it is true or false

e \We sample 269 alarms for the investigation
(confidence interval: 90% and margin of error: 5%)

e We found 106 false alarms (others are difficult to determine---)
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% ot the false alarms

1 class Symbol: 1 def £(x, y):

2 def __radd__( 2 # False Alarm

3 self, x 3 1f x > 0: y+1

4 ): return x+1 4 # False Alarm

5 # False Alarm 5 else: y+'1'

6 # 1int.__add__(1, Symbol) 6 £(1, 1)

7 1+Symbol () 7 £(-1, "1")

(a) False alarm at line 7 due (b) False alarm at lines 3 and
to the limitation of modeling 5 due to the limitation of type
magic methods. analysis.
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% ot the false alarms

1 class Symbol: 1 def £(x, y):

2 def __radd__( 2 # False Alarm
3 self, x 3 1f x > 0: y+1
4 ): return x+1 4 # False Alarm
; z fﬁ%se ‘;‘éﬁAnalyzer translates-- ; £l eﬁe' y+ 1

7 11- + 7 £(-1, '"1")

(a) False i A e (b) False alarm at lines 3 and
to the lin ~ dd (1 ’ Symbo\) {| 5 due to the limitation of type

magic methods. T analysis.
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% ot the false alarms

1 class Symbol: 1 def £(x, y):

2 def __radd__J( 2 # False Alarm

3 self, x 3 1f x > 0: y+1

4 ): return x+1 4 # False Alarm
lse: "1°

; z fﬁ%se ‘géﬁAnalyzer translates-- ; £l e1§e T

7 11- + 7 £(-1, '"1")

(a) False i A e (b) False alarm at lines 3 and
to the lin ~ dd (1 ’ Symbo\) {| 5 due to the limitation of type

magic methods. T analysis.
magic(or special) method




| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% of tf‘ﬁiﬁm e

0 __add__ method
1 class Symbol: in class Symbol (X, y):
2 def __radd__( =>T Error f False Alarm
3 self, x YPE 9 Jf x > 0: y+1
4 ): return x+1 4 # False Alarm
5 # False Alarm 5 else: y+'1'
6

#mlnt__,add _(1, Symbol) 6 £(1, 1)
7 114 10 7 £(-1, '"1")

(@) False B e ——

H ey || (b) False alarm at lines 3 and
to the lin l | dd (1 ’ Symbo\) {| 5 due to the limitation of type

magic methods. T analysis.
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% of that=alea2l

No__a ethod
1 class Symbol: in cla ymbol (X, y):
2 def __radd__( => rror f False Alarm
3 self, x > Jf x > 0: y+1
4 ): return x+1 4 # False Alarm
5 # False Alarm 5 else: y+'1'
6

#ﬁlnt__,add _(1, Symbol) 6 £(1, 1)
7 {14 10)] 7 £C-1, '1%)

(a) False i A e (b) False alarm at lines 3 and
to the lin |nt._add_(1 ’ Symbo\) {| 5 due to the limitation of type

magic methods. | analysis.
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% of that=alea2l

No__a ethod
1 class Symbol: in cla ymbol (X, y):
2 def __radd__( => rror f False Alarm
3 self, x > Jf x > 0: y+1
4 ): return x+1 4 # False Alarm
5 # False Alarm 5 else: y+'1'
6 # 1nt__,add _(1, Symbol) 6 £(1, 1)
7 i 10 7 £(-1, '1")

S (b) False alarm at lines 3 and
(Symbo\1 {| 5 due to the limitation of type
analysis.

' radd

magic methods.] Actual translatlon
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| imitations & Future directions

® Fa ‘Se P These methods are called to implement the binary arithmetic operations (+, —, %, @, /, //, %, divmod(),
pow( ), *%, <<, >>, &, 7, |) with reflected (swapped) operands. These functions are only called if the left

operand does not support the corresponding operation [3] and the operands are of different types. [4] For
® We f instance, to evaluate the expression x — y, where y is an instance of a class thathasan __ rsub__ ()
aCCO method, type(y).__rsub__(y, x) iscalledif type(x).__sub__(x, y) returns NotImplemented.

Note that ternary pow() will not try calling __ rpow__ () (the coercion rules would become too

c 14 complicated).

1
2
3 Note: If the right operand’s type is a subclass of the left operand’s type and that subclass provides a
4 different implementation of the reflected method for the operation, this method will be called before the
5 # 1 left operand’s non-reflected method. This behavior allows subclasses to override their ancestors’

6

7

operations.

(b) False alarm at lines 3 and
5 due to the limitation of type
analysis.

| Symbol.__radd__(Symbol, 1)

magic methods./ 5 t\,9| translation
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| imitations & Future directions

e False Positive

e \We found two representatives cases that
account for 70% ot the false alarms

def £f(x, y):
# FalsewAlarm

1 class Symbol: 1
2 def __radd__( 2
3 self, x 3
4 ): return x+1 4
5 # False Alarm 5
6 # 1nt.__add__(1, Symbol) 6
7 1+Symbol () 7

(a) False alarm at line 7 due
to the limitation of modeling
magic methods.

False alarms occur
| because type domain |
\_ cannot determine the branches )
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| e550NS

e Current type analysis tools have limitations in detecting real-world
type errors

e Qur features are novel for effective type-error detection
e The necessity of handling tricky magic method modeling

e There is room for further advancement in detecting type errors or
pruning false alarms
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